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DATA SHARE AND USAGE AGREEMENT

This Data Share and Usage Agreement (“Agreement”) is effective on the execution date of this Agreement (“Effective Date”), by and between Click or tap here to enter text. with offices at                                                          (“Recipient”) and School District U-46, a body politic and government (the “District”), with offices at 355 E. Chicago Street, Elgin, IL  60120.  The Parties to this Agreement may be referred to individually as “Party” and jointly as “Parties.”

WHEREAS, the District desires to share certain District-owned student data (“Student Data”) with Recipient for academic and research purposes as described herein;  

WHEREAS, Recipient will store the Data in a Recipient generated and maintained database, subject to the terms of this Agreement;  

NOW, THEREFORE, the Parties, each in consideration of the foregoing, and intending to be legally bound, mutually agree as follows:  

NOW, THEREFORE, it is mutually agreed by and between the Parties hereto as follows:

ARTICLE I: GENERAL PROVISIONS 

1. Parties Intent:  This Agreement is entered into to govern the disclosure of and protect certain Confidential Information (defined below) needed to support a contracted service, a proposal for contracted service, a grant or grant proposal, research study or other similar project. 

2. Purpose:  This Agreement sets forth the terms and conditions pursuant to which the District will disclose and provide its Data, which may include Confidential Information, to Recipient in accordance with the purpose for conducting research (“Purpose”) and the research study or project, as described herein (“Research Project”).  

3. Term:  The term of this Agreement shall commence on the Effective Date and continue for one-year or until the Research Project is completed, whichever shall occur first (“Term”), unless terminated earlier as described in Article II, Paragraph 3.  

4. Termination:  If the Term of this Agreement is for a period longer than one year, this Agreement shall be reviewed every one (1) year and revised accordingly unless terminated.  Either party may terminate this Agreement without cause at any time by providing the other Party with thirty (30) days written notice.  If the Recipient violates any material term provided under this Agreement, fails to perform any material requirement of this Agreement, the District shall provide written notice to the Recipient to cure the identified breach or problem within 30 days.  If not cured within that time period, the District may either: (a) immediately terminate the Agreement without additional written notice or (b) enforce the terms and conditions of the Agreement. 

ARTICLE II: DATA SHARING AND PERMITTED USE

1. Definition of Confidential Information.  “Confidential Information” means any information disclosed by in written, oral, graphic, digital, or physical form or by inspection of tangible or intangible objects that is not generally known to the public and concerns scientific knowledge, know-how, processes, interventions, techniques, products, data, plans, or similar information. Confidential Information includes, but is not limited to, individual student level data and may also refer to any information that is disclosed by third Parties on the discretion of or at the direction of either Party.  Confidential Information does not include information that is or was available to the public at the time of disclosure and was made available through no fault of either Party.

2. Data Elements.  The Confidential Information shared between the Parties shall be limited to those student data elements described below (“Student Data”). If either Party wishes to collect additional Student Data or Confidential Information, that Party must submit a request in writing to the other Party.

· Student Data (insert description of data to be provided to Recipient): Click or tap here to enter text.

3. Statement of Purpose and Description of Research Project.  The Recipient will use the Confidential Information disclosed by the District only for the following purpose:

· Statement of Purpose (insert statement of purpose):  Data will be used to implement the scope of work for schools Recipient is supporting throughout U-46 as part of the Learning Grant, or Data will be used for the purpose of studying the impact of early learner grant funds on students in grades k-2.
· Description of Research Project (insert description of project): This research project is ….

4. Redisclosure of Confidential Information:  Confidential Information provided to Recipient remains the property of the District and shall not be shared or disclosed with third Parties without the prior written permission of the District. Student Data shall not be sold or used, internally or externally, for any purpose not directly related to the purpose explained above. In the event that the Recipient discloses the Confidential Information of the District, the District will be immediately notified as described in Article III, Paragraph 2 below.

5. Standard of Care:  The Recipient shall take the utmost care and employ industry best practices, both technically and procedurally, to protect Confidential Information from unauthorized physical and electronic access using the same standard of care that the Recipient uses to prevent disclosure of its own proprietary or Confidential Information.

6. Restricted Access:  The Recipient shall limit access to Confidential Information to only those staff members with a well-defined business need or legitimate educational interest, provided they are advised of its confidential nature and are under obligation to maintain its confidentiality.

7. Reproduction of Data:  The Recipient will reproduce Student Data or Confidential Information received only as needed to fulfill the Purpose described above and will ensure that all copies of information are treated with the same care as original copies.


ARTICLE III: DATA SECURITY

1. Student Data Storage and Transmission:  Student Data shall be stored in a secure environment physically located in the continental United States with access limited to the least number of staff needed to complete the Purpose of this Agreement. The District shall transmit Student Data pursuant to this Agreement through encrypted transmission mechanisms including but not limited to secure FTP or web sites using SSL protocols. The District will provide specific details concerning the data delivery method (e.g., CA SSL certificate) and must have written approval of the Recipient prior to transmission of Student Data. Protection from unauthorized use and/or disclosure specifically includes storage in a place physically secure from access by unauthorized persons, maintaining information in electronic formats such as magnetic tapes, discs, or on servers in such a way that unauthorized persons cannot obtain the information by any means, and undertaking precautions to ensure that only authorized employees and agents have access to Confidential Information. Any dissemination or use of Confidential Information other than for the purposes of this Agreement without the express written authority of the District is specifically prohibited.

2. Data Breach or Security Incident.  The Recipient will immediately report to the District any suspected security incident. “Security Incident” means any unauthorized action by a known or unknown person which, if successfully completed, should reasonably be considered one of the following:  an attack, penetration, denial of service, disclosure of Student Data or Confidential Information or other sensitive information, misuse of system access, unauthorized access or intrusion (hacking), virus intrusion, scan of the Recipient’s system or networks, or any other activity that could affect the system or Data, or the security, confidentiality or integrity of the Confidential Information received, stored, processed, or maintained by the Recipient.

3. Ownership, No License or Other Rights.  All Confidential Information remains the property of the District, and no patent, copyright, trademark, license or any other right to the Confidential Information is granted to the Recipient. This Agreement does not obligate the District to make any further disclosure of information to the Recipient nor require the District to enter into any business relationship or further agreement.

4. Termination of Data Sharing and Certification of Destruction.  Within thirty (30) days of the expiration of this Agreement, the Recipient will destroy, erase or return original files and any copies in their possession or control which were received from the District.  The Recipient will provide the District with a certification of the destruction or disposal of any and all Data received pursuant to this Agreement.

5. Compliance with Applicable Laws and Regulations.  The Recipient shall comply with all applicable federal and state laws and regulations protecting the privacy of data including but not limited to the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C./1232g et seq.; the Health Insurance Portability and Accountability Act (HIPAA); the Illinois School Student Records Act (ISSRA), 105 ILCS 10/1 et seq.; the Illinois Data Processing Confidentiality Act (IDPCA), 30 ILCS 585/0.01 et seq.; the Identity Protection Act (IPA), 5 ILCS 179/1 et seq., the Personal Information Protection Act (PIPA), 815 ILCS 530/1 et seq and School District U-46 Board Policy.

6. No Warranties.  The District provides all information “as is” and make no warranties, express or implied, with respect to the accuracy, utility or appropriateness of confidential information for a particular purpose or use. Further, the Recipient shall defend, indemnify, release, and hold the District harmless from and against any and all claims, demands, losses, damages, liabilities, and expenses, including reasonable attorney’s fees, arising out of or related to this Agreement as a result of the Recipient’s, its officers, employees, agents or assigns, negligence, acts or omissions.

7. District Liability.  Nothing herein shall be construed as an express or implied waiver, relinquishment or release of any common law or statutory privileges and/or immunities of the District or any of its Trustees, officers, employees, attorneys, volunteers or agents, including without limitation those privileges and immunities existing under Local Governmental and Governmental Employees Tort Immunity Act, 745 ILCS 10/1-101, et. seq.


ARTICLE IV: ADDITIONAL TERMS

1. The terms and conditions herein constitute the entire agreement and understanding of the Parties and shall supersede all prior communications, negotiations, arrangements, and agreements, either oral or written, with respect to the subject matter herein.
2. The failure of either party to enforce any terms hereof shall not be deemed a waiver of any rights.
3. This Agreement may not be modified in any way without the prior written consent of the authorized representatives of both Parties.
4. This Agreement is governed by the laws of the State of Illinois. Any and all disputes arising under or related to this Agreement shall be adjudicated exclusively in the State of Illinois, Kane County.





ARTICLE V:  CONTACT PERSON

The person to contact on behalf of School District U-46 is: 

Matt Raimondi, Director of Assessment, Accountability & Student Success
School District U-46
355 E. Chicago Street
Elgin, IL  60120
E-mail:  MatthewRaimondi@u-46.org

The person to contact on behalf of the Recipient is: 

Name: Click or tap here to enter text.
Address: Click or tap here to enter text.
E-mail:  Click or tap here to enter text.
Organization: Click or tap here to enter text.
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IN WITNESS WHEREOF, the Parties have set their hands and seals as of the date last written below.


SCHOOL DISTRICT U-46			RECIPIENT
						 

						

By: 		By: 						
        

Printed Name: 		Printed Name: 					

					
Title: 		Title: 						 


Date: 		Date: 						
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