ACCEPTABLE USE PROCEDURES FOR COMPUTER SYSTEMS
Annual Notice to All Users of RCPS Computer Systems:
Please read the Acceptable Use Procedure (AUP) carefully. Parents should return a signed Acceptable Use Procedure Form to your child’s school. You do not have to return the AUP Statement.  The AUP Statement may be retained for your information and reference.


I. PURPOSE

The purpose of this document, Acceptable Use Procedure for Computer Systems, is to set forth procedures and guidelines for access to and safe usage of Roanoke City Public Schools (RCPS) computer systems. Computer systems include, but are not limited to, hardware, software, data, communication lines and devices, terminals, display devices, printers, CD, DVD, cabling, and other media devices, tape or flash drives, storage devices, servers, mainframe and personal computers, tablets, laptops, telephones, desk phones, cell phones, cameras, projectors, multimedia devices, workstations, the internet, artificial intelligence (AI) systems, and other electronic services, and internal or external networks. This includes any device that may be connected to or used to connect to the school division's network or electronically stored division material.

All use of the Division’s computer system must be in support of education and/or research, or for legitimate school business. Use of the computer system is a privilege, not a right. Inappropriate use may result in cancellation of those privileges, disciplinary action, and/or legal action. Any communication or material generated using the computer system, including electronic mail, social media posts, instant or text messages, tweets, and other files, including communications and materials deleted from a user’s account, may be monitored, read, and/or archived by division staff.

Every two years, the Division Superintendent or their designee will file, with the Superintendent of Public Instruction (or similar title), an AUP approved by the local school board.

II. USER ROLES AND RESPONSIBILITIES

It is the responsibility of any individual using RCPS computer systems to read, understand, and follow these procedures. In addition, users are expected to exercise reasonable judgment in interpreting this document and in making decisions about the appropriate use of RCPS resources. Any person with questions regarding the application or meaning of this document should seek clarification from the Department of Technology. Use of RCPS resources shall constitute acceptance of the terms of these procedures.

Every RCPS computer system user is responsible for being knowledgeable about acceptable use and online safety issues. All users are required to participate in division-endorsed online safety courses. It is the responsibility of all users to report any misuse of RCPS computer systems or security problems with RCPS computer systems.






III. ACCEPTABLE AND UNACCEPTABLE USES
a. The only acceptable use of RCPS computer systems is in support of education and/or research, or for legitimate school business.
b. It is unacceptable to use RCPS computer systems to:
1. engage in any illegal act or violate any local, state, or federal statute or law;
2. post or use electronic mail to distribute personally identifiable information or other confidential information unless measures are taken to ensure confidentiality;
3. share passwords or access another person’s account or files that have not been shared with them;
4. interfere with the daily operation of RCPS computer systems, including knowingly placing computer malware on or within any computer system;
5. engage in any commercial or non-approved RCPS fundraising purpose, further any political or religious purpose, or offer goods or services for personal use;
6. install software or hardware without approval by the Department of Technology.
c. If a user inadvertently accesses unacceptable materials or an unacceptable Internet site, the user shall immediately disclose the access to an appropriate school official. This disclosure may serve as a defense against an allegation that the user has intentionally violated this AUP.
d. Only RCPS-supported networks should be used within the division. This includes the use of Virtual Private Networks (VPN) for any purpose.
e. Unauthorized student use of any type of electronic device is prohibited during instructional time unless it is being used for instructional purposes at the discretion of the student’s teacher. Students are not permitted to use any communication device to record another student or school staff member without permission from the principal. The Division is not liable for devices brought to school or school activities. If a student possesses or uses such devices, other than permitted by policy, disciplinary actions/sanctions may be imposed. The device may be confiscated from the student by the school administration and returned only to the student’s parent or authorized
representative. Virginia Code Section 22.1-279.6 authorizes a school board “to regulate the use or possession of beepers or other portable communication devices”.
f. Email maintained by RCPS is not confidential and is the property of RCPS. RCPS email should not be used for commercial, religious, political or outside organizational purposes. RCPS may review all email sent, received and deleted by any user.
g. Prior to the creation or utilization of any web applications, websites, or webpages within the RCPS network, individuals or departments must submit a formal request to the Technology and/or Marketing Department(s). Any web applications, websites, or webpages outside the RCPS network, that will utilize RCPS student/staff data in any manner must be pre-approved by the Technology Department before use.
h. RCPS strictly prohibits the unauthorized use of student and staff data to be used for the creation, access, or usage of web applications, websites, or webpages by students, faculty, staff, and any other individuals associated with the district.
i. No use of personal Apple IDs on IOS or MAC District devices.
j. Intentional damage, loss, or theft of computer systems shall result in monetary reimbursement from the user.
k. RCPS provided Microsoft OneDrive/Sharepoint/Teams must be used for your storage location for RCPS data.
l. RCPS-owned devices must not be taken outside of the United States. If a RCPS-owned device is taken outside of the United States, the device must be wiped and reimaged upon its return to ensure the security of RCPS data and systems.



IV. INTERNET FILTER

a. The school division reserves the right to filter and monitor the online activities of all users on any RCPS computer systems.
b. The Child Internet Protection Act of 2000 (CIPA) requires the division to filter material deemed:
i. Obscene
ii. Child pornography or
iii. Harmful to minors.

V. CONSISTENCY WITH OTHER SCHOOL POLICIES

Use of RCPS computer systems shall be consistent with the school division's mission, goals, security plans, objectives, and policies as well as the varied instructional needs, learning styles, abilities, and developmental levels of its students. The division’s network and related computer systems are not a public forum.

Administration may request that the Department of Technology deny, revoke, or suspend specific user access in the event of a violation or known breach of division computer systems.

All provisions of the Acceptable Use Procedure are subordinate to local, state, and federal laws

VI. LIMITED EXPECTATION OF PRIVACY

a. By authorizing use of RCPS computer systems the school division does not relinquish control over materials on the system or contained in files on the system.
b. Users of the division's computer system have no expectation of privacy for use of the division's resources or electronic devices including non-division-owned devices while connected to division networks or computer resources.
c. Parents have the right at any time to investigate or review the contents of their child’s files. Parents have the right to request the termination of their child’s individual accounts at any time.
d. School division employees should be aware that any data on the school division’s computer systems may be subject to review, disclosure, or discovery under federal and state statutes, Family Educational Rights and Privacy Act of 1974 (FERPA), §2.1-342 Code of Virginia (Inspection of Official Records) and School Division Policy JFG and KBE.
e. The school division will cooperate fully with local, state, and federal authorities in any investigation concerning or related to any illegal activities and activities not in compliance with school division policies conducted through the school division’s computer systems.

VII. PARENT RESPONSIBILITY

Outside of school, parents bear responsibility for the same guidance of Internet use as they exercise with information sources such as television, telephones, radio, movies, and other potentially offensive media. Parents are responsible for monitoring their students' uses of the school division systems and of the Internet from home or non-school locations.

VIII. IMPLEMENTATION AND PROCEDURE REVIEW

a. The school division administration may periodically propose addendums or edits to this procedure. Upon approval by the school board, such updates shall be added to this procedure. The signed agreement and/or any procedure addenda remain in full force while employed by the school division.
b. The administration shall revise the student/parent and employee notifications, if necessary, to reflect the adoption of any edits to the procedure.
c. The school division's procedures are available for review by all parents, guardians, staff, and members of the community.
d. Because of the rapid changes in the development of the Internet, the school division shall conduct a review of this procedure at least every two years.

IX. DISCLAIMERS

Roanoke City Public Schools and the Virginia Department of Education make no warranties of any kind, either expressed or implied, for RCPS computer systems. Use of the school division’s computer systems is at the user's own risk. The systems are provided on an "as is, as available" basis. RCPS and the Virginia Department of Education are not responsible for any damages incurred, including but not limited to loss of data resulting from delays or interruption of service, loss of data stored on RCPS resources, or damage to personal property used to access RCPS resources; for the accuracy, nature, or quality of information stored on RCPS resources or gathered through RCPS Intranet or the Internet; or for unauthorized financial obligations incurred through RCPS-provided access. Furthermore, even though RCPS may use technical or manual means to limit student access, these limits do not provide a foolproof means for enforcing the provisions of this procedure. All provisions of this agreement are subordinate to local, state, and federal statutes.

This procedure is in compliance with local, state, and federal telecommunications rules and regulations and is in accordance with Policy IIBEA.

ACCEPTABLE USE PROCEDURES FOR COMPUTER SYSTEMS

Please return this signed form to your child’s school. You do not have to return the procedure statement listed above. The procedure statement may be retained for your information and reference.
(Students entering grades 4-12 should sign this form sign/print their name)

I have read and do understand the school division procedures relating to acceptable use of the school division’s computer systems and agree to abide by them. I further understand that any violation of the policies is unethical and may constitute a violation of law. Should I commit any violation my access privileges may be limited, suspended, or revoked. In addition, I understand that school disciplinary action may be taken and/or appropriate legal action may be taken.


Student’s Full Name (please print)


Student’s Signature


Date

PARENT OR LEGAL GUARDIAN (Parent or Legal Guardian should complete this portion if the student is not age 18 or older)

As the parent or legal guardian of this student, I have read the school division's procedures relating to acceptable use of the school division’s computer systems. I understand that this access is designed for educational purposes. However, I also understand that it is impossible for the school division to restrict access to all controversial materials, and I will not hold the school division or its employees or agents responsible for materials acquired on the Internet or through these systems. I hereby give permission to issue an account for my child, allow him/her to use these telecommunication systems and certify that the information contained on this form is correct.



Parent or Legal Guardian’s Full Name (please print)



Parent or Legal Guardian’s Signature


Date


