Data Protection Service Summary
The RIC’s ability to successfully backup and restore data in the event of a disruption is critical to our ability to sustain ongoing operations and service component Districts. 
Backups are crucial in operational situations such as:
• A database table is accidently or otherwise deleted from a production database and it needs to be 
   restored to resume normal business activities.
• A user accidentally deletes a file from a shared drive.
• One or more servers fail due to a software update problem and must be restored to the operational 
   state in effect prior to the start of the update.
• One or more servers, systems or data is impacted by ransomware or other malware.
• A disaster renders the primary data center unusable and production must be resumed in the   
   alternative DR center. 
1. Data Replication and Backup 
Comprehensive data protection and disaster recovery are an elementary component of the RIC’s Business Continuity, Disaster Recovery (DR), IT Resiliency plans and capabilities. The in place data protection architecture fundamentally involves making point-in-time encrypted at rest full system images of all data on a given host. The RIC data protection and backup solutions in combination to restore anything from a single file to an entire system install to a recent ‘known good’ state. 
The RIC’s Tech Services Information Technology Infrastructure team maintains all levels of the internal data protection services, performs backup procedures for systems and data, and conducts periodic testing to ensure data can be successfully restored.
The objective of this Service description is to document the processes associated with system images and data backups. 
The scope of this service description included an assessment of controls in the following areas:
· Backup procedures, processes and retention
· Administrative access controls for backup systems and saved backups
· Monitoring of backup jobs and resolution of failed jobs
· Validation that business-critical systems and information are included in backups
· Outline of the processes related to the replication of systems and data from the production primary co-location data center to the disaster recovery co-location data center, which serves as the primary method of recovery in a disaster event. 
· Retention of backups, both onsite and at the secondary data center. 
· Testing of backups


2. Backup procedures and processes
The RIC Server architecture is highly virtualized and the team have implemented a methodology for safe storing full system images of all data on hosts inclusive of operation system, configurations and data in enycripted save sets. 

Underpinning the RIC’s data protection services is our Backup and Data replication technology. 

The RIC’s Backup & Replication software provides for image-level backup/restoration of virtual & physical hosts. The backup software provides a centralized console for administering backup/restore/replication operations for all supported platforms. The console allows for the automation and scheduling of routine data protection operations with integrated with solutions for alerting and generating compliance reports. 

The RIC Storage data snapshots- performed both locally and on the DR site- snapshots are “locked”  to prevent unintentional or malicious corruption.  A dedicated Storage Engineer is contracted by the RIC Technical Services team to expedite any issues or time-critical needs regarding snapshots.

3. Backup Retention Periods
In the Primary Datacenter, full system images are performed on the last day of each month during the off line maintenance window. 

Daily incremental System Image backups are made and retained for 30 days providing near line backup data save sets.

Upon the start of a new calendar month, the last full monthly system image Backup becomes the prior month full Image Backup and is then archived for a rolling 12 months.  The RIC has a point in time twelve (12) month retention of the Full System Images for all hosts. 

In addition to full system images, the RIC utilizes a native SQL backup component.  The backup methodology employs a full database backup each day that represent the entire database at the time the backup completion.  These Database only Backups are retained near line for a rolling 14 days. If Data is needed after the 14 days near line retention period our backup software is designed to extract a backup out of the full system image. 

4. Access controls for backup systems and saved backups

All backups are encrypted both in transit and at rest.  

Only  RIC Tech Service Systems Administrators have access to the Management Console granting the ability to add, delete and schedule backup sub functions. All RIC servers have MFA protection. 


There are no shared accounts on our backup servers or consoles, thus accountability is assured to individual administrators. 

All access is monitored and any unusual or failed attempts at accessing any of the RIC servers, databases, or Data Centers is reported to the RIC Tech Services team via email notifications immediately.

5. Monitoring of backup jobs and resolution of failed jobs
· The RIC Tech Service Team has implemented automated operational status logging with daily backup schedule reporting available from the Backup Management console and an emailed summary report.  Daily SQL backup logs are also reported on each of the databases.
· These logs are reviewed daily as part of SOP. 

6. Validation that business-critical systems and information are included in backups
· Data sets from scheduled backup Jobs are reviewed daily for consistence (no zero data files) 
· Image restoration is part of RIC SOP and use in various system recovery scenarios. (Such as quarantining and recreating a host or restoring a database)

7. Secondary Data Center 
· The RIC has implemented a Disaster Recover location for site failover from the production 
co-location data center on Long Island to an alternate disaster recovery co-location data center located in Buffalo, New York. 
· The RIC Tech Services team has implemented asynchronous disk replication which maintains a dependent-write consistent copy of the live data on all storage arrays located in the Primary Data Center to the Out-of Region hosting location. Writes from the production hosts in our Primary Datacenter are acknowledged immediately by the local array, and thus replication has no impact on the primary host performance. Data at the remote array will be slightly behind the primary site but more current than the last incremental backup. Data replication is designed to serve as the primary method of recovery in a disaster event.

Additionally, all primary site full system images and SQL near line backup save sets are copied once daily to the secondary data center. These replicated files will follow the same retention cycles as our Primary Data Center.   

8. File Restore Process 
· All restore requests are associated with a request Ticket. 
· For control purposes, the request process and restore process are not automated.
· The Backup software allows for single file or entire virtual images to be restored. 
· The Storage snapshots can be utilized to restore time critical files from snapshots obtained less than 15 minutes from request (usually 5 minutes)

9. Testing of backups
· The backup and restore processes are an active part of serving RIC end users and are frequently exercised as part of standard operational processes. 



