Carrollton-Farmers Branch ISD	
057903	
	
Safety & Security		CK
Door Key Management		  (Regulation)

Carrollton-Farmers Branch ISD (CFBISD) Key Control Procedures
PURPOSE
The purpose of this Key Control Procedure is to ensure the protection of life, property, and security within the Carrollton-Farmers Branch Independent School District (CFBISD) and to maintain accurate and effective access control over all locking devices critical for safeguarding district facilities.

BASIC PROCEDURE
· Authority and Responsibility
· The Assistant Superintendent of Operations and the Facility Services department has overall control of the key system. 
· Each facility’s Principal, Central Office Administrator, or Department Head is designated or may assign a designee as the Site Key Administrator and holds primary responsibility for the security, care, and control of the building’s keys. 
· The Site Key Administrator must maintain accurate records of all keys issued, lost, or replaced.
· Key Issuance
· No new issuance of Master keys may be made without the consent of the Assistant Superintendent of Operations and must be submitted through the District work order system.
· All keys are the property of CFBISD and may only be duplicated by the district’s Locksmiths with proper authorization through work order approval.
· Policy Violations
· Unauthorized duplication, misuse, or loss of keys may result in disciplinary action, including fines, written reprimands, or termination.  
· Record Audits
· The Locksmith Department shall maintain comprehensive records of all issued keys. (software or other digital platform)
· Campus may be required to perform a Key audit if requested.

KEY CONTROL AND AUDIT
· Site Key Administrators are responsible for ensuring Key Inventory Lists are accurate and updated annually.  (Mid-year checks are encouraged.)
· Lost or stolen keys must be reported immediately to the Site Key Administrator, Director of Facility Services, and Assistant Superintendent of Operations. A police report must also be filed by an employee in the event of theft, as determined by the Site Key Administrator.
· Financial responsibility for lost keys rests with the keyholder or the department to which the keys were issued.

KEY APPROVAL
· Master Keys
· Great Grand Master Keys: Approved by the Assistant Superintendent of Operations.
· Inside/Outside Master Keys: Approved by the Assistant Superintendent of Operations.
· Limits for issuance:
· High Schools: Up to six keys
· Middle Schools: Up to three keys
· Elementary Schools: Up to three keys
· Change Keys: Approved by the Site Key Administrator.
· SKD Keys (Testing Storage/SRO): Approved by the Site Key Administrator.

INSTALLATION AND ISSUANCE
· All key requests and re-keying must be submitted via the district’s work order system.
· Keys must be signed by the Site Key Administrator
· Urgent key requests require approval from the Assistant Superintendent of Operations and may be expedited within 24 hours.
· Construction Project Managers may secure keys for contractors as approved by the Assistant Superintendent of Operations.  A Contactor/Vendor Key Issuance form must be completed and turned into Facility Services.  

LOST OR STOLEN KEYS
· A police report will be required for stolen keys.
· Immediate notification to the Site Key Administrator and Supervisor of lost or stolen keys is required.
· The Site Key Administrator will conduct investigations of lost or stolen keys.
· Decisions to re-key facilities are made in consultation with the Assistant Superintendent of Operations and designees.
· Monetary penalties for lost keys:
· Great Grand Master Key: $500.00
· Exterior Master Key: $150.00
· Interior Master Key: $150.00
· All other keys: $35.00

KEY FEES AND REPLACEMENTS
· Broken or worn-out keys will be replaced at no charge, provided the damaged keys are exchanged by submitting a request in the District Work Order system.
· Employees transferring within the district must return their current keys and request new keys for their new location.

UNAUTHORIZED KEY TRANSFERS
· Keys may not be transferred between employees.
· Unauthorized duplication or replacement of keys is strictly prohibited.

RECOMMENDED AUTHORIZED KEY HOLDERS
· The Superintendent or designee shall approve Great Grand Master Keys.
· Inside and Outside Master Keys shall be approved by the Assistant Superintendent of Operations.
· To maintain the security of the key control system and the facility, master keys should only be issued to administrative staff and individuals who must have access to all or a substantial number of rooms to perform their duties, up to the total number of keys allowed per campus. 
· Custodial staff will be issued the necessary keys for access.
· Staff members shall be issued keys to rooms/areas in which they are expected to perform their duties. They shall be responsible for those rooms/areas during such use as well as for securing them upon completion of such use, where applicable.
· Building principals shall issue the necessary keys to the summer school principal in a timely fashion.
· Staff members may not allow other staff members to use their personally assigned key(s) for use not explicitly authorized by the building principal. Staff shall not allow students to use their personally assigned key(s). Under no circumstances are staff members permitted to have duplicate keys made. Staff members must report the loss of a key to the building Site Key Administrator immediately or on the same day after the discovery of such loss.
RETURNING KEYS
· Before leaving CFBISD, all keys MUST BE RETURNED to the Site Key Administrator. Faculty and staff failing to return keys before transferring to another department or leaving CFBISD will have a hold placed on their subsequent paychecks by the Principal, Central Office Administrator, or Department Head. The Principals, Central Office Administrator, or Department Head will return keys to Facilities Services.
· If a hold is placed on a final paycheck, it can only be removed by returning keys to the Key Control Center or by paying the appropriate fee listed in the section titled Key Fees for each uncollected key. The intent is not to collect fees but to demonstrate that uncollected keys seriously compromise the security of the facility/campus and may require an entire department or school to be rekeyed.
· Employees transferring from one location to another within CFBISD ARE REQUIRED to RETURN their present keys and request keys for their new location through the Site Key Administrator.


REPAIR OF LOCKS
The Facility Services Locksmith Department will perform the repair and maintenance of all door locks. When lock repairs are needed, a lock repair maintenance request must be completed in the District’s work order system. When remodeling or building renovation work is being performed, the Key Control Center must be contacted to ensure the proper lock cores are installed to adhere to the Master Key System.

RESPONSIBILITIES
Listed below are the responsibilities of those individuals tasked with key control.

KEY CONTROL SUPERVISOR
The Key Control Supervisor is an individual in the district’s Facility Services Locksmith Department who is responsible for managing the keying system. This person is responsible for creating a keying system that ensures security for departments occupying buildings or facilities and for coordinating new systems. He or she is responsible for the following:
· Maintaining the records regarding all key systems.
· Approving all key fabrication requests.
· Receiving original keys furnished in conjunction with new construction or renovations directly from the manufacturer.
· Conducting all maintenance and repair work regarding mechanical or electronic locking systems.
· Conducting surveys and audits of campus departments and facilities to determine the level of compliance and implementation of the access key control procedure and reporting the results to the Assistant Superintendent of Operations and Director of Facility Services at regular intervals or as requested.
PRINCIPAL/DEPARTMENT HEAD
The Principal or Department head will serve as or designate the Site Key Administrator (see below). The Site Key Administrator has overall responsibility for key control at their facility/Department.
The Principal or department head shall notify (Google Form) Facility Services the school or departmental administrative staff member assigned the responsibilities of Site Key Administrator. The notification should include the administrator's email address, office, and cell telephone numbers.

Facility Services shall be notified immediately, and may initiate a review if there are any changes to the Site Key Administrator.

Failure to report a designee may result in an unprocessed request.
SITE KEY ADMINISTRATOR
The Site Key Administrator shall be a Principal, a member of School Leadership, a Central Office Administrator, or a Department Head at a given facility or school or a designee. The administrator is responsible for the coordination and implementation of this policy. The Site Key Administrator is accountable for adherence to and implementation of the following:
· Maintaining accurate records of all access key control activities.
· Ordering and/or approving requests in the District’s work order system and issuing all department access control keys.
· Recovering access control keys from personnel who retire, are terminated, or are transferred to another department.
· Upon being notified that a key has been lost or stolen, inform the Assistant Superintendent of Operations and the Director of Facility Services immediately or on the same day.
· Storing unassigned departmental keys in a secure locking cabinet; and
· Developing and maintaining a site-specific key issuance procedure. (or utilizing the district standard method)
DISTRICT EMPLOYEES
All district personnel are responsible for the following:
· Must sign District Handbook acknowledgement before taking receipt of any District key(s).
· Maintain, secure, and be responsible for any key(s) personally issued to that employee.
· Return all district keys to the Site Key Administrator upon retirement, transfer, or termination of employment.
DEFINITIONS
· GREAT GRAND MASTER – Allows access to all CFBISD facilities
· INSIDE MASTER KEY – Provides access to a facility’s interior doors (classrooms)
· OUTSIDE MASTER KEY – Provides access to a facility’s exterior doors
· [bookmark: _GoBack]EMPLOYEE KEY ISSUANCE – Form to be used by Site Key Administrators and Building Secretaries to track key issuance. The form is available in (Google Drive or management software?). A copy should be kept there as an attachment for record-keeping purposes.
· KEY CONTROL CENTER – Locksmith office located at the Service Center
· KEY CONTROL PROCEDURE – District-wide key policy that all employees are responsible for
· KEY CONTROL SUPERVISOR – Locksmith 
· SITE KEY ADMINISTRATOR – Principals, School Leadership, Central Office Administrators, and Department Heads responsible for their areas or designee
· SKD KEYS – Keys that allow access to individual classrooms
· SRO – School Resource Officer

Refer to the below listed forms 
Exhibit A: Employee Key Issuance Form
Exhibit B: Contractor/Vendor Key Issuance Form





















CFBISD Key Control – Staff Quick Reference
These procedures are designed to protect life, property, and security in CFBISD facilities. All employees are responsible for safeguarding keys and following district procedures.
Key Responsibilities
· Sign a Key Inventory List when receiving any district key(s).
· Safeguard and use keys only for authorized purposes.
· Return all keys to the Site Key Administrator when transferring, resigning, or leaving the district.
· Never loan keys to other employees or students.
· Report lost or stolen keys immediately to your Site Key Administrator.
Key Issuance & Approval
· Master Keys: Require approval by the Assistant Superintendent of Operations.
· Change Keys / SKD Keys (classrooms/testing): Approved by the Site Key Administrator.
· Keys are district property and may not be duplicated.
· Custodial staff receive only the keys required for their assigned duties.
Lost or Stolen Keys
· Report immediately to your Site Key Administrator and supervisor.
· A police report is required if theft is suspected.
· Replacement fees apply:
    – Great Grand Master Key: $500
    – Master Key (Exterior/Interior): $150
    – All Other Keys: $35
Returning Keys
· Keys must be returned before leaving the district or transferring campuses.
· Payroll holds may be placed on final checks until all keys are returned or replacement fees are paid.
· Complete a Key Return Form through the district work order system.
Prohibited Actions
· Duplicating or making copies of district keys.
· Transferring keys between employees.
· Allowing students to use assigned keys.
· Using keys for non-district purposes.

Remember: Key control is a shared responsibility. Failure to follow these procedures may result in disciplinary action.
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