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Topic: Unit 1 The Internet

	Key Learning: 	
· The need to represent digital information in computers and transfer it between people and computational devices and its technical challenges.



	Unit Essential Question(s):  
· What is the Internet?  How is it built?  How does it function?
· How has the Internet’s design and development helped it scale and flourish?
· How is cybersecurity impacting the ever-increasing number of Internet users?



	Concept:
	Concept:
	Concept:

	Personal Innovations, Sending Binary Messages, and Sending Messages with the Simulator
	Number Systems, Binary Numbers, and Sending Numbers
	Encoding and Sending Formatted Text


	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F

	Lesson Essential Question(s):
How have computing innovations positively or negatively influenced society?

How can a binary message sending device be used to send messages that have more than two states.

Explain how synchronization and coordination enable the transmission of binary messages.

How can a protocol be developed for exchanging binary messages in two directions?
	Lesson Essential Question(s):
How can permutations and symbols be used as arbitrary abstract concepts to represent numbers. 

Describe how to use bits to create a functioning number system.

What is the relationship between the powers of 2 and the number of bits needed to express a number of a certain magnitude?

How can a simple communication protocol for sending a list of numbers that represent coordinates on a Cartesian grid?
	Lesson Essential Question(s):
How the ASCII encoding scheme used for communication?

How can a protocol for sending formatted text using the Internet Simulator?

Explain the connection between binary and more complex encodings of formatted text.


	Vocabulary:
innovation, binary, bit, bandwidth, bit rate, latency, protocol
	Vocabulary:
protocol
	Vocabulary:
ASCII, code, protocol 



	Concept:
	Concept:
	Concept:

	The Internet is for Everyone

	The Need For Addressing Routers, Redundancy Packets, and Making a Reliable Internet
	The Need for DNS, HTTP, and Abstraction

	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F

	Lesson Essential Question(s):
How is the Internet for everyone?

How has computing affected people and society at a global level?

Explain that the Internet is a distributed global system that works on shared and open protocols.
	Lesson Essential Question(s):
Why do messages need to contain addressing information (sender/recipient identification)?

Evaluate the benefits and security concerns associated with the use of a routed system of sending packets.
 
Explain why protocols are necessary to overcome the underlying unreliability of the Internet.
	Lesson Essential Question(s):
How is DNS used as a name-to-IP-address mapping system used on the Internet?

How are layers of protocols used to allow the Internet to function?

Evaluate the relationship of an Internet technology to the impact.


	Vocabulary:
IETF, Internet, Net Neutrality
	Vocabulary:
IP address, packets, protocol, network redundancy, router, TCP 
	Vocabulary:
DNS, HTTP, IP address, TCP, URL, net neutrality



Topic: Unit 2 Digital Information

	Key Learning: 	
· Explore the ways that digital information is encoded, represented and manipulated.
· The ability to digitally manipulate data, visualize it, and identify patterns, trends and possible meanings.



	Unit Essential Question(s):  
· How can computation be employed to help people process data and information to gain insight and knowledge?
· How can computation be employed to facilitate exploration and discover when working with data?
· What considerations and trade-offs arise in the computational manipulation of data?
· What opportunities do large data sets provide for solving problems and creating knowledge?



	Concept:
	Concept:
	Concept:

	Bytes and File Sizes, Text Compression, and Encoding B&W Images
	Encoding Color Images, Lossy Compression, and File Formats
	Encode and Experience


	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 15.4.12.B, 15.4.12.F, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 15.4.12.B, 15.4.12.F, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 15.4.12.B, 15.4.12.F, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3

	Lesson Essential Question(s):
How are file sizes compared for digital media and files?

Explain why the optimal amount of compression is impossible or “hard” to identify.

How can necessary metadata be created to represent the width and height of a digital image, using a computational tool?
	Lesson Essential Question(s):
How is the use of hexadecimal numbers beneficial for representing long streams of bits.

How do lossy and lossless compression differ?

How are common computer file types identified and how is it determined whether they are compressed or not, and whether compression is lossy or lossless?
	Lesson Essential Question(s):
How is abstraction used for the implementation of binary information?

How are complex pieces of information broken down into its component parts such that it could be represented on a computer?

How are appropriate binary encodings chosen for specific pieces of information and justify those choices.


	Vocabulary:
heuristic, lossless compression, image, metadata, pixel
	Vocabulary:
pixel, RGB, lossless compression, lossy compression
	Vocabulary:
abstraction 



	Concept:
	Concept:
	Concept:

	Introduction to Data, Finding Trends with Visualizations, Check Your Assumptions, and Good and Bad Visualizations
	Making Data Visualizations and Discover a Data Story
	Cleaning Data and Creating Summary Tables

	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 15.4.12.B, 15.4.12.F, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 15.4.12.B, 15.4.12.F, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 15.4.12.B, 15.4.12.F, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3

	Lesson Essential Question(s):
How can a hypothesis be developed about student behavior over time, based on a small sample of data?

How can data visualization be used to accurately describe what a trend is showing?

How does the digital divide affect society and its various demographics?

Evaluate a data visualization for effectiveness of communication.
	Lesson Essential Question(s):
How can the appropriate type of data visualization be selected to discover trends and patterns within a dataset?

How can the settings of a data visualization tool be used to manipulate and refine the features of data visualization?

How can possible trends or connections be made in a data set by creating visualizations of it?
	Lesson Essential Question(s):
How can computer tools aid in identifying and correcting invalid values in a dataset?

How can the need to clean data prior to analyzing it be justified with computational tools?

How can a pivot table be created with at least one aggregation and one calculation when given a set of data?

How can a dataset be investigated by creating summary tables?

	Vocabulary:
Data visualization
	Vocabulary:
Data visualization
	Vocabulary:
aggregations, pivot table, summary table



Topic: Unit 3 Algorithms and Programming

	Key Learning: 	
· Foundational concepts of computer programming to make rich and interactive apps.



	Unit Essential Question(s):  
· How are algorithms implemented and executed on computers and computational devices?
· Why are some languages better than others when used to implement algorithms?
· How are algorithms evaluated?
· How are programs developed to help people, organizations, or society solve problems?
· How do computer programs implement algorithms?



	Concept:
	Concept:
	Concept:

	The Need For Programming Languages, The Need For Algorithms, and Creativity in Algorithms
	Using Simple Commands, Creating Functions
	Functions and Top-Down Design , APIs and Function Parameters 


	PA State Standards
15.4.12.H, 15.4.12.I, 15.4.12.J, 15.4.12.K, 15.4.12.F
	PA State Standards
15.4.12.H, 15.4.12.I, 15.4.12.J, 15.4.12.K, 15.4.12.F
	PA State Standards
15.4.12.H, 15.4.12.I, 15.4.12.J, 15.4.12.K, 15.4.12.F

	Lesson Essential Question(s):
How can connections between the ability to program and the ability to solve problems be identified?

Describe the ambiguities inherent in human language and the ways programming languages seek to remove those ambiguities.

How can algorithms be created and evaluated using “Human Machine Language”?
	Lesson Essential Question(s):
How can simple programming challenges be solved when the set of allowed commands is constrained?

Justify or explain choices made when programming a solution to a turtle task.

How can functions be recognized in programs as a form of abstraction?

Explain why and how functions can make code easier to read and maintain.
	Lesson Essential Question(s):
How can a “top-down” problem-solving approach be used to identify sub-tasks of a larger programming task?

Explain how functions are an example of abstraction.

How can parameters be used to provide different values as input to procedures when they are called in a program?


	Vocabulary:
algorithm, high level programming language, low level programming language, selection, iteration, sequencing
	Vocabulary:
turtle programming, abstraction, function
	Vocabulary:
abstraction, function, top down design, API, documentation, hexadecimal, library, parameter 



	Concept:
	Concept:

	Creating Functions with Parameters, Looping and Random Numbers
	Design a Digital Scene

	PA State Standards
15.4.12.H, 15.4.12.I, 15.4.12.J, 15.4.12.K, 15.4.12.F
	PA State Standards
15.4.12.H, 15.4.12.I, 15.4.12.J, 15.4.12.K, 15.4.12.F, 15.3.12.S, 15.3.12.T, 15.3.12.V

	Lesson Essential Question(s):
How are functions written with parameters to generalize a solution instead of duplicating code?

How are appropriate situations identified for creating a function with parameters?

How are random values used within a loop to repeat code that behaves differently each time it is executed?
	Lesson Essential Question(s):
How are programs written to address one component of a larger programming problem and integrate with other similarly designed programs?

How can a complex programming problem be broken down into its component parts?

How can code written by other programmers be used to complete a larger programming task?

	Vocabulary:
parameter, for loop, loop
	Vocabulary:
abstraction


Topic: Unit 4 Big Data and Privacy

	Key Learning: 	
· Develop a well-rounded and balanced view about data in the world, including the positive and negative effects of it, and to understand the basics of how and why modern encryption works.



	Unit Essential Question(s):  
· How do large data sets provide opportunities for solving problems and creating knowledge? 
· How is cybersecurity impacting the ever-increasing number of Internet users? 
· How does cryptography work?



	Concept:
	Concept:
	Concept:

	Big Data, Data Innovations, and Identifying People with Data
	The Cost of Free and Simple Encryption
	Encryption with Keys and Passwords, and Public Key Crypto


	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F

	Lesson Essential Question(s):
How are sources of data produced, used, and consumed by a web application identified?

Explain how data drives a specific innovation, both in writing and visually.

How can multiple sources of data be combined in order to uncover new knowledge or information?

How does the use of computational systems affect personal privacy and security concerns?
	Lesson Essential Question(s):
Why is personal data exchanged for use of free software?

Explain some of the privacy and economic tradeoffs involved in the collection and use of personal data.

Why is encryption an important need for everyday life on the Internet?

Explain the weaknesses and security flaws of substitution ciphers

	Lesson Essential Question(s):
How do cryptographic keys and passwords relate to one another?

Why is a password strength tool important for determining strong versus weak passwords?

How is exponential growth related to an encryption algorithm’s strength?

How does symmetric and asymmetric encryption differ?

	Vocabulary:
algorithm, high level programming language, low level programming language, selection, iteration, sequencing
	Vocabulary:
turtle programming, abstraction, function
	Vocabulary:
abstraction, function, top down design, API, documentation, hexadecimal, library, parameter 



	Concept:

	Cybercrime, and Big Data and Security Dilemmas


	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F 

	Lesson Essential Question(s):
Why are computer viruses important to protect against?

How do phishing and DDoS attacks differ?

How are reliable and authoritative sources of information about computing information identified?


	Vocabulary:
parameter, for loop, loop






Topic: Unit 5 Building Apps

	Key Learning: 	
· Utilize foundational programming concepts learned to build apps spanning all programming languages and tools.



	Unit Essential Question(s):  
· How are apps programmed to respond to user“events”? 
· How do you write programs to make decisions? 
· How are programs developed, tested, and debugged?




	Concept:
	Concept:
	Concept:

	Buttons and Events, Multi-screen Apps, and Building an App

	Controlling Memory with Variables, User Input, and Strings
	“If” Statements and Boolean Expressions


	PA State Standards
15.4.12.H, 15.4.12.I, 15.4.12.J, 15.4.12.K, 15.4.12.F, 15.3.12.S, 15.3.12.T, 15.3.12.V
	PA State Standards
15.4.12.H, 15.4.12.I, 15.4.12.J, 15.4.12.K, 15.4.12.F, 15.3.12.S, 15.3.12.T, 15.3.12.V
	PA State Standards
15.4.12.H, 15.4.12.I, 15.4.12.J, 15.4.12.K, 15.4.12.F, 15.3.12.S, 15.3.12.T, 15.3.12.V

	Lesson Essential Question(s):
How are simple event-driven programs created by using user-interface elements?

How are errors recognized and debugged while developing a program?

How are simple event-driven programs developed to utilize multiple screens?
	Lesson Essential Question(s):
How are variables used in a program to store numeric values?

How can variables be used to write arithmetic expressions?

How are user-generated string inputs manipulated to generate dynamic output?
	Lesson Essential Question(s):
How can the purpose of if-statements in programs be explained?

How can if statements be utilized in programs written in pseudocode?

How can comparison operators be used to implement decision logic in a program?


	Vocabulary:
algorithm, high level programming language, low level programming language, selection, iteration, sequencing
	Vocabulary:
turtle programming, abstraction, function
	Vocabulary:
abstraction, function, top down design, API, documentation, hexadecimal, library, parameter 



	Concept:
	Concept:
	Concept:

	“If-Else-If” Statements and Conditional Logic
	While Loops, Loops, and Simulations
	Arrays, Processing Arrays, and Functions with Return Values

	PA State Standards
15.4.12.H, 15.4.12.I, 15.4.12.J, 15.4.12.K, 15.4.12.F, 15.3.12.S, 15.3.12.T, 15.3.12.V
	PA State Standards
15.4.12.H, 15.4.12.I, 15.4.12.J, 15.4.12.K, 15.4.12.F, 15.3.12.S, 15.3.12.T, 15.3.12.V
	PA State Standards
15.4.12.H, 15.4.12.I, 15.4.12.J, 15.4.12.K, 15.4.12.F, 15.3.12.S, 15.3.12.T, 15.3.12.V

	Lesson Essential Question(s):
How are Boolean operators used in conditional expressions?

How can compound conditional expressions be used to create desired program logic when given an English description?

How can a "chain” of if-else-if statements be used to implement desired program logic?
	Lesson Essential Question(s):
How do while loops relate to Boolean expressions?

How can a real-life activity with repeated components be translated into a form that could be represented by a while loop?

How can variables, iteration, and conditional logic be used within a loop to record the results of a repeated process?
	Lesson Essential Question(s):
How is an array used as a data structure?

How can an array be used to manipulate the append, insert, and remove operations?

How can a for loop be used to program an algorithm that processes all elements of an array?

How do binary searches compare to linear searches?

	Vocabulary:
parameter, for loop, loop
	Vocabulary:
Abstraction, Boolean expressions
	Vocabulary:
Abstraction, for loop







Topic: Unit 6 AP Exam and Performance Tasks

	Key Learning: 	
· Guide and prepare students for completing the AP exam and Performance Tasks.



	Unit Essential Question(s):  
· How are digital portfolios and performance tasks utilized to help students prepare for the AP exam?





	Concept:
	Concept:

	Concept:


	AP Digital Portfolio, Screen Capture, and  PDF creation

	Exploring Performance Task Prep, Reviewing Tasks, Making a Plan, Completing Tasks
	Creating Performance Task Prep, Reviewing Tasks, Making a Plan, Completing Tasks 

	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.B, 15.4.12.F
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.B, 15.4.12.F
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.B, 15.4.12.F

	Lesson Essential Question(s):
How are digital portfolios created and used?

How are PDF documents created and why are they the file type selected for digital portfolios?

How are Screen Captures used to document performance tasks?

	Lesson Essential Question(s):
How are scoring guidelines applied to evaluate sample performance tasks?

How are appropriate tools assessed to create the computational artifact for the task?

How do performance tasks demonstrate comprehension of computer science concepts?
	Lesson Essential Question(s):
How are scoring guidelines applied to evaluate sample create performance tasks?

How are appropriate tools assessed to create the computational artifact for the task?

How do create performance tasks demonstrate comprehension of computer science concepts?

	Vocabulary:
Digital Portfolio, PDF, Screen Capture
	Vocabulary:

	Vocabulary:




























Topic: Unit 7 Post-AP Material: Making Data-Backed Apps

	Key Learning: 	
· Utilize tools to allow collections and use of data in apps.



	Unit Essential Question(s):  
· How are tools and apps created to allow for data review and analysis?





	Concept:
	Concept:

	Concept:


	Creating Javascript Objects and Permanent Data Storage

	Reading Records, Deleting Records, and Updating Records
	Importing and Exporting Data, Visualizing Data, and Sample Apps


	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F
	PA State Standards
15.3.12.S, 15.3.12.T, 15.3.12.V, 3.4.12.A1, 3.4.12.B2, 3.4.12.C3, 15.4.12.F

	Lesson Essential Question(s):
How are JavaScript objects used to create apps for data analysis?

How are apps created to use permanent data storage?



	Lesson Essential Question(s):
How are records read and analyzed in a database?

How can records be properly deleted in a database?

How can records be updated and manipulated within a database?
	Lesson Essential Question(s):
How is data imported and exported from apps and databases?

How can visualizations be programmed into apps to add detail for appearance and analysis?

How can sample apps be used for analysis and inspiration for future app development?

	Vocabulary:
JavaScript Objects
	Vocabulary:
Database
	Vocabulary:
Database, Import, Export





