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Course Syllabus
Lewis & Clark Cyber Academy (LCCA) 
A two year program for high school juniors or a one year program for seniors.
	Daily Schedule

	AM Class
	First Bell 7:35am

	
	Second Bell 7:40am

	
	Break 9:20am

	
	Dismissal 10:15am 

	
	

	PM Class
	First Bell 11:05am

	
	Second Bell 11:10am

	
	Break 12:35pm

	
	Dismissal 1:45pm

	[bookmark: _qjd0i15ym124]

	Office Attendance Line
	636-443-4960 

	Classroom Phone Number
	636-443-4989

	Email
	phcrawford@stcharlessd.org




[bookmark: _ry1bp8z9b5tv]Course Description (Year A)
During the first semester of this course students will uncover all the standards required to earn TestOut’s PC Pro and CompTIA’s A+ Certifications, with an emphasis on computer hardware, software, and operating systems preparing students for a career as an industry certified computer technician.

The CompTIA A+ and TestOut PC Pro exams will certify that a successful candidate has the necessary skills to work as an IT support professional and has the knowledge and skills required to install, repair, configure, secure, and manage computer hardware, operating systems, and software in home or corporate environments. These are the most basic and foundational skills required of all IT professionals. Additionally, communication, listening and analysis skills are essentials for interacting and interfacing with customers.

In the second semester of this course, students will uncover all the standards required to earn CompTIA’s Network+ and TestOut Network Pro Certifications and will prepare students to become an industry certified network technician. The CompTIA Network+ and TestOut Network Pro exams will certify that a successful candidate has the knowledge and skills required to troubleshoot, configure, and manage common network wireless and wired devices, establish basic network design and connectivity, understand and maintain network documentation, identify network limitations and weaknesses, and implement network security, standards, and protocols. The candidate will have a basic understanding of emerging technologies including unified communications, mobile, cloud, and virtualization technologies.

[bookmark: _3jfhdpbb9w9]Course Description (Year B)
During the first semester of Year B, students will uncover all the standards required to earn TestOut’s Security Pro and CompTIA’s Security+ certifications, with an emphasis on Linux, Digital Forensics, Malware Detection, Encryption and Cryptography, Password Security, Network Architecture and Design. This will prepare students for various managerial roles in information technology.

The CompTIA Security+ and TestOut Security Pro exams will certify that a successful candidate has the knowledge and skills required to detect attacks, threats, and vulnerabilities, understand network architecture and design, implement basic cryptography, and understand operations and incident response. These are the most basic and foundational skills required of all tier two or upper level IT professionals. Additionally, communication, listening and analysis skills are essential for interacting and interfacing with coworkers, customers, and clients.

In the second semester of this course, students will uncover all the standards required to earn TestOut Cyber Defense Certifications and will prepare students to become a cyber security analyst. The TestOut Cyber Defense exam will certify that a successful candidate has the knowledge and skills required to improve security processes, identify and analyze malicious activity, mitigate attacks, and apply communication best practices as it relates to stakeholders and action plans. The candidate will have the skills to become a vulnerability analyst, threat hunter, or a cybersecurity engineer. 

[bookmark: _6oz1mr9acu2e]Course Prerequisites
There are no course prerequisites but it is encouraged that students have had some computer experience. An Information Technology Foundations (ITF) class from the home school is not required but preferred. 

[bookmark: _ob2ll9gu7y6k]Required Textbook and Course Materials
All Course materials will be provided by the instructor through TestOut, Cisco NetAcad, Cyber.Org, and Schoology.

Students will need 3.5mm wired headphones or earbuds (we don’t have bluetooth). You will also need to purchase a class t-shirt, the link will be shared on the first day of class with students and parents. You will also be required to purchase a SkillsUSA membership, the fee is no more than $30 for the year.

[bookmark: _sx708b1ijls9]Objectives
Students will discover computer hardware, operating system software, troubleshooting, maintenance, and repair. As part of the learning experience, students will build a computer, diagnose system errors and faults, and make computer repairs. Students will prepare to test for the TestOut PC Pro and Network Plus certifications with the option to take CompTIA’s A+ and Network + certifications in Year A. In Year B, students will be preparing for the PC Testout Security Plus certification with the option to take CompTIA Security Plus. 

Students will have developed an awareness of the world of work in the Information Technology industry, explore career options in the associated fields, and relate personal skills, aptitudes and abilities to future career decisions. 

Upon successful completion of the program, students will demonstrate mastery of the foundational skills and competencies essential for success in the rapidly changing computer industries.

	Semester 1 (Year A)

	Introduction to Personal Computer Hardware

	PC Assembly

	Advanced Computer Hardware

	Preventive Maintenance and Troubleshooting

	Networking Concepts

	Applied Networking

	Laptops and Other Mobile Devices 

	Printers 

	Virtualization and Cloud Computing

	Testing 

	Windows Installation

	Windows Configuration

	Mobile, Linux, and OSX Operating Systems

	Security

	The IT Professional

	Final Exam (Hands on)

	TestOut PC Pro Certification (CompTIA A+ Optional)

	

	

	Semester 2 (Year A)

	Communications in a Connected World

	Online Connections

	Explore Networks with Packet Tracer

	Build a Simple Network

	Communication Principles

	Network Design and the Access Layer

	Networking Essentials

	Routing Between Networks

	The Internet Protocol 

	Dynamic Addressing with DHCP

	IPv4 and IPv6 Address Management

	Transport Layer Services

	Application Layer Services 

	Build a Home Network

	Connect to the Internet

	Security Consideration

	Configure Network and Device Security

	Cisco Switches and Routers

	The Cisco IOS Command Line

	Build a Small Cisco Network

	Troubleshoot Common Network Problems

	Final Exam

	

	Semester 1 (Year B)

	Year 0 Bootcamp

	Intro to Linux

	Forensics

	Passwords

	Encryption & Cryptography

	Authentication & Security Protocols

	Social Engineering

	Threat Vectors

	Malware & Attacks Part I

	Malware & Attacks Part II

	Malware & Attacks Part III

	Malware & Attacks Part IV

	Architecture & Design

	Network Security

	TestOut Security Pro Exam (CompTIA Security Plus Exam Optional)

	Semester 2 (Year B)

	Threat Intelligence

	Risk Mitigation

	Social & Physical Security

	Reconnaissance

	Enumeration

	Vulnerability Management

	Identity Access Management Security (IAM)

	Semester 2 (Year B)

	Cybersecurity Threats

	Wireless & IoT Security

	Infrastructure Analysis

	Software Assurance

	Data Analysis

	Incident Response

	TestOut Cyber Defense Exam (CompTIA CySA+ Exam Optional)



The IRC (Industry Recognized Credential) is through Testout. Successfully passing the IRC earns you the Testout PC Pro (Year A), Networking Pro (Year A), Security Pro (Year B), or CyberDefense (Year B) certification. Students have the opportunity to take the Comp TIA A+, Network+, Security+, or CySA+ exams on their own, outside of school. These exams come at an extra cost to you please see me for current costs and to purchase vouchers.

SkillsUSA membership is mandatory for this class. SkillsUSA is our student organization at Lewis & Clark. There are several SkillsUSA competitions that students are able to participate in. More information will be available as contest times get closer. 

Student Evaluation 
LATE WORK WILL NOT BE ACCEPTED UNLESS CLEARED WITH MR. CRAWFORD PRIOR TO THE DUE DATE.
[bookmark: _z1rtziryg6h6]Make-Up Work
Assignments are posted online using Schoology. Because of this availability all assignments are due on the due dates given, regardless of absence due to sickness or inclement weather. The only exception is for tests ALL TESTS MUST BE MADE UP. Excused absences will be required to make-up missed tests upon return to class unless other arrangements have been made with the instructor. Unexcused absences will be treated as late work.


	Employability Skills		
	30%

	Tests/Quizzes			
	35%

	Lab/Participation/Homework
	35%





	Employability Skills

	Attendance
	No more than 12 absences are allowed in a calendar school year.

	Self-Direction & Self- Management
	Initiative, Goal Setting, Productivity, Time Management, Continuous Improvement, Creativity & Innovation, Decision making and follow through 

	Ethical Behavior
	Attitude, Safety, Honesty, Integrity, Follows Rules, Hygiene & Dress

	Personal Accountability
	Social Responsibility, Dependability, Community Service, Promptness, Preparedness

	Employability Skills

	Interpersonal Skills
	Conflict resolution skills, Customer Service, Teamwork, Leadership, Tolerance

	Technology Etiquette
	Cell Phone Etiquette, Proper Computer and Personal Electronics Use




[bookmark: _ic7npgdh024t]Classroom Rules and Guidelines
In addition to St. Charles School District rules and Lewis & Clark building rules that are outlined in the student handbook, you are responsible for following department policies.

1. You will have a break here every day, but remember, break time is break time and work time is work time.
a. Breaks are a privilege and can be revoked.
b. Be back in class and at your work area before the end of the break period. The classroom clock will be used for timing.
c. Pick up trash and clean up any spills or food residue from your desk or microwave. (There are Clorox wipes on top of the cabinet by the door). Use paper towels if you place food on your desk. Clean your hands before using the keyboard or mouse and do not eat over the keyboard. If any computer equipment is affected by a spill, notify the instructor immediately. No food or beverages are allowed at the lab stations.
d. Be quiet in the halls during break time so that other classes are not disturbed. Not everyone is on break at the same time.

2. This classroom and building will be a safe environment; safe from physical, mental, and emotional harm. All students will be respectful to the teacher, school staff and to each other. 
3. All cell phones and other personal electronic devices will be in your pocket, purse or locker during lectures or work times. 
4. The district’s computer use policy will be followed.
5. It is a privilege to attend Lewis & Clark. I am happy you are all here. Let me know if there is anything I can do to make your experience here better. 

We follow the City of St. Charles School District / Lewis & Clark calendar which is probably not exactly the same as your home school calendar. Please be aware of any differences when planning for time off. You are expected to be here every day we are in session. 

We will be using a combination of PowerSchool, Cisco NetAcad, TestOut, and other provided resources. Assignments and other class information will be posted there. Each student is assigned a St. Charles School District log-in and password. It is your responsibility to use and remember these. You can access PowerSchool from anywhere as long as you know your log-in information. I suggest you put your St. Charles email on your phone so you receive notifications. Not receiving a notification is your responsibility and is not an excuse for missing an assignment due date.
Lewis & Clark Career Center
Computer Maintenance & Networking Agreements

Please initial each appropriate box that you have received and read the item mentioned. After you initial, please sign and date in the appropriate place at the end of the form.

	Student’s Initials
	Parent’s Initials
	Document

	

	
	Course Syllabus

	

	
	Lewis & Clark Student Handbook




I have read and understand the syllabus and the student code-of-conduct manual.

	Student Signature
	

	Date
	

	Printed Name
	

	Parent/Guardian Signature
	

	Date
	

	Printed Name
	




Return this page when all signatures are complete.            
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