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Mobile Phone and portable electronic devices Policy for Staff and Pupils


Introduction and Aims
At Boundary Oak School the welfare and well-being of our pupils is paramount. The aim of this Policy is to allow users to benefit from modern communication technologies, whilst promoting safe and appropriate practice through establishing clear and robust acceptable user guidelines. This is achieved through balancing protection against potential misuse with the recognition that mobile phones and other devices are effective communication tools. It is recognised that it is the enhanced functions of many mobile phones and other devices that cause the most concern, offering distractions and disruption to the working day, and which are most susceptible to misuse – including the taking and distribution of indecent images, exploitation and bullying. However, as it is difficult to detect specific usage, this policy refers to ALL mobile communication devices but for simplicity all portable electronic devices will be referred to as mobile phones throughout this policy.

Scope
This policy applies to all individuals who have access to personal mobile phones and similar devices on site. This includes staff, volunteers, proprietors, children, young people, parents, carers, visitors and contractors. This list is not exhaustive.

This policy should also be read in relation to the following documentation:-
· Safeguarding Policy
· Behaviour and Anti-bullying Policies
· Staff Code of Conduct
· E Safety policies and Acceptable Use Policy

Code of Conduct
A code of conduct is promoted with the aim of creating a cooperative workforce, where staff work as a team, have high values and respect each other; thus creating a strong morale and sense of commitment leading to increased productivity. Our aim is therefore that all practitioners:-
· Have a clear understanding of what constitutes misuse
· Know how to minimise risk
· Avoid putting themselves into compromising situations which could be misinterpreted and lead to possible allegations
· Understand the need for professional boundaries and clear guidance regarding acceptable use
· Are responsible for self-moderation of their own behaviours
· Are aware of the importance of reporting concerns promptly

It is fully recognised that imposing rigid regulations on the actions of others can be counterproductive. An agreement of trust is therefore promoted regarding the carrying and use of mobile phones within the setting, which is agreed to by all users.

Personal Mobiles – Staff
· Staff are not permitted to make/receive calls/texts during contact time with children unless they are essential for work purposes or superseded by the points below or permission has been sought from the Head.
· In support roles, mobile phones are not to be used unless under express permission from their supervisor.
· Emergency contact should be made via the school office and/or via landlines located in each Faculty or by walkie-talkies where provided. If you are in a location where communication is not possible (e.g. fields, woods, astro) and you do not have a walkie-talkie then staff should carry mobile phones for emergency use/necessary logistics only. Sports staff on games/fixtures are allowed to use their mobile phones to contact emergency first aid if they need additional help.
· Mobile phones should not be used in a space where children are present (eg classroom, corridor, playground) unless they are for specific work purposes on approved apps such as ChatPro, Google classroom, iSAMS and SOCS. 
· Where specific permission has been granted, the mobile phone should be used outside the classroom environment.
· [bookmark: _GoBack]EYFS will not be able to do this in the presence of pupils and other staff must keep this to a minimum. This includes all electronic devices with imaging and sharing capabilities, not just mobile phones and cameras.
· Staff must security protect access to their phone.
· Staff are not at any time permitted to use recording equipment on their mobile phones, for example: to take recordings of children, or sharing images. There are exceptions, e.g. filming potential epileptic episodes for medical staff, and these require the Head’s approval. Legitimate recordings and photographs should be captured using school equipment such as cameras, ipads, school phones or using ChatPro. Where photos are required of pupils’ activities (such as trips, celebrations, innovative classroom practice, exemplar work and sports) staff should only take them on approved school devices or using the ChatPro app on their own devices (personal devices should not be used in EYFS settings unless it is for a specific school purpose with the Head’s approval and using ChatPro). Some pupils may feel sensitive or uncomfortable about having an image taken, and staff must recognise the potential in such circumstances for misinterpretation. If you are taking images of pupils for whom there is consent, ensure that you inform them that you are taking images and the purpose of these. Take account of the wishes of the child and if they do not want to have their photograph taken, respect this.

Prior to any publication or storage of such photos, the photo consent list should be checked. ChatPro photos are not stored on devices, and ChatPro maintains a log of all photos and who has viewed them; only authorised staff are allowed to download them off ChatPro servers. 

Any photos downloaded should only be stored on school devices or secure school servers. 

The following guidance must be followed to ensure that staff and pupils are adequately safeguarded:

Photographs/images must be securely stored and used only by those authorised to do so.
Be clear about the purpose of the activity and about what will happen to the photographs/images when the lesson/activity is concluded.
Ensure that a senior member of staff is aware that the photography/image equipment is being used and for what purpose.
Ensure that all photographs/images are available to be screened for acceptability.
Be able to justify the photographs/images made.
Do not take photographs in one-to-one situations.
Be completely familiar with the register of parental consent. Failure to be aware of the register of consent and/or taking, displaying or distributing photographs of pupils where there is not consent will be considered a breach of safeguarding duties.

Staff should report any usage of mobile devices that causes them concern to the Headteacher.

Staff using their personal mobile phones to take images for their own social media are bound by the same rules stated in this document. Staff must also only post such imagery once they are certain it contains no pupils and not during the school-working day.  
Mobile Phones for work related purposes
We recognise that mobile phones provide a useful means of communication on off-site activities. However, staff should ensure that:-
· Mobile use on these occasions is appropriate and professional (and will never include taking photographs of children unless following the guidance listed above)
· Mobile phones should not be used to make contact with parents during school trips – all relevant communications should be made via the School Office or via isams, unless this is on an authorised school phone/mobile and not a personal one- with the exception of emergencies where this is not possible, or on trips where there aren’t sufficient school phones and contact is required, such as DofE expeditions.
· Where parents are accompanying trips, they are informed not to make contact with other parents (via calls, text, email or social networking) during the trip or use their phone to take photographs of children.


Personal Mobiles – Pupils
We recognise that mobile phones are part of everyday life for many children and that they can play an important role in helping pupils to feel safe and secure. However, we also recognise that they can prove a distraction in school and can provide a means of bullying or intimidating others. Therefore:-

Day Pupils

· Pupils are not permitted to have mobile phones in their possession at school during the school day. The school day constitutes their time on site.
· Pupils are allowed to bring a mobile phone to school but they must leave it, turned it off, at reception and collect it at the end of the school day.  Whilst we will endeavour to look after these phones in safe storage the school takes no responsibility for any accidental loss or damage to mobile phones brought into school. 
· Pupils using the school branded morning and afternoon minibus service must hand in their phones to the bus driver when they disembark in the mornings. The driver will hand over the box of phones to the Office and will collect them again in the evening and hand to the pupils their respective phones at the end of the day. 
· Mobile phones are not allowed on trips unless expressed permission is given by the trip leader in advance.
· Mobile phones found in a pupil’s possession will be confiscated, kept in the office and returned at the end of the day and after a conversation with the pupil has happened and a CBS issued. Please see below for more information.
· Unauthorised use of mobile phone during the school day will be deemed to be a behaviour incident and escalated from there for subsequent infringements.


Contacting Children and Parents/Carers
Parents wishing to contact their child during the school day should ring the school. We have a well-established system for getting messages to children and pastoral support if it is needed. Children who need to contact parents during the school day should speak to the office who will make a phone available.


Boarders: 
We are committed to the well-being and safety of all our pupils and, in accordance with the NMS recommendation for boarding that schools facilitate boarders contacting their parents, we feel it is appropriate for mobile phones to be used under set circumstances by pupils. Boarders are allowed to use their phones during Tech time in the evenings and under loose supervision during the weekend, but phones must never be taken up into their dormitories.

The use of mobile phones raises important issues of e-safety and safeguarding. These include bullying via mobile phone, inappropriate use of camera-phone, inappropriate use of internet, interactive and audio-visual applications. 
To ensure the safeguarding of your child and the other children, the phone’s content may be checked from time to time to ensure that no inappropriate activities have taken place.


We need to have regulations governing the use of phones and with this in mind we will ask each boarder who brings in a phone to sign a Code of Conduct (copy attached).  

· The phones will be handed out to those boarders that request them at the start of the evening once they are back at the Boarding House and only during allocated Tech Time.  Phones will be handed back in when requested and kept locked in the tech cupboard for safekeeping.  This will be the only time during the day that boarders will have their phones. There will be a log of phones that are signed out and signed back in to ensure compliance. 
· Boarders who are with us at the weekends are allowed their phones during down time but they must never be taken upstairs. Parents can request for this time to be limited if they have concerns over their use of technology. Staff on duty will also use their discretion and professional judgment to ensure there is a healthy balance of activities during downtime over the weekend. 
· Phones are not allowed to be taken into school during the day or on school trips. If they are, they will be confiscated. 
· Sanctions for misuse will be the same as for the Day pupils listed above.
· Pupils are advised to be careful about giving out their mobile phone number, and to tell those who have their number never to pass it on.
· All phones MUST be named.

Pupils and their parents are informed that while the school will take reasonable steps to investigate theft or malicious damage to a pupil’s mobile phone, it is not responsible for reimbursement in the event of loss or damage.  

Sanctions

If a phone is seen by a member of staff it will be confiscated by them. Schools are permitted to confiscate phones from children under sections 91 and 94 of the Education and Inspections Act 2006. 

Once confiscated, this will be placed in office where the child will be allowed to collect it that evening and after a conversation with the pupil has happened and CBS issued. If a child has their mobile phone repeatedly confiscated, we will request a parent or carer collects it from the office. 

If we have reason to believe the phone contains pornographic images, or if it is being/has been used to commit an offence or cause personal injury, staff have the power to search children’s phones, as set out in the DfE’s guidance on searching, screening and confiscation. This will always be done by the DSL and/or member of SLT. 

Certain types of conduct, bullying or harassment can be classified as criminal conduct. The school takes such conduct extremely seriously and will involve the police or other agencies as appropriate. Such conduct includes, but is not limited to: 
Sexting 
Threats of violence or assault 
Abusive calls, emails, social media posts or texts directed at someone on the basis of someone’s ethnicity, religious beliefs or sexual orientation.
Creating of fake accounts which impersonate another person (adult or pupil)



Volunteers, Visitors, Proprietors, Advisers and Contractors
All Volunteers, Visitors, Proprietors, Advisers and Contractors are expected to follow our mobile phone policy as it relates to staff whilst on the premises.
On arrival, such visitors should be informed of our expectations around the use of mobile phones.

Parents
While we would prefer parents not to use their mobile phones while on school premises, we recognise that this would be impossible to regulate and that many parents see their phones as essential means of communication at all times.

We, therefore, ask that parents’ usage of mobile phones, whilst on the school site is courteous and appropriate to the school environment.
We do allow parents to photograph or video school events such as shows or sports day using their mobile phones – but insist that parents do not publish images (eg on social networking sites) that include any children other than their own. Parents/carers are reminded of this at the start of every school performance, on sports day, etc and will receive written reminders in the Newsletter at the start of the academic year.

Smart Watches / Smart devices
Staff: should use Smart watches/devices with the same precautions as when they use mobile phones. 
Pupils: Pupils are only allowed smart watches in school if they are disconnected from their phone and other devices; have no standalone SIM/Wifi functionality and have no standalone camera functionality.

Loss, theft or damage
Pupils bringing phones to school must ensure that phones are appropriately labelled. Pupils must secure their phones as much as possible, including using passwords or pin codes to protect access to the phone’s functions. Staff must also secure their personal phones, as well as any work phone provided to them. Failure by staff to do so could result in data breaches. 
The school accepts no responsibility for mobile phones that are lost, damaged or stolen on school premises or transport, during school visits or trips, or while pupils are travelling to and from school. Confiscated phones will be stored in the school office in a secure location until collected. Lost phones should be returned to Reception. The school will then attempt to contact the owner.

Dissemination
The mobile phone policy will be shared with staff and volunteers as part of their induction. It will also be available to parent via the school office and website

The impact of this policy on staff workload has been considered.
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