PARENTS’ BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY


Pursuant to the New York Education Law Section 2-d (“Section 2-d”) and its implementing regulations: 
	
A student’s personally identifiable information (“PII”) cannot be sold or released for any commercial purposes.

The School District assures that the confidentiality of electronically stored PII is protected using safeguards that comport with industry standards and best practices, including but not limited to, encryption, secure firewalls and password protection when student data is stored or transferred.

Parents have a right to inspect and review the complete contents of the student’s educational record, including portions of the record that are stored electronically, even when the record is maintained by a third-party contractor.

Parents have a right to the New York State Education Department (“NYSED”) student data element list that NYSED collects for authorized uses at http://www.p12.nysed.gov/irs/sirs/. 

Parents have the right to have complaints about possible breaches of student data addressed. Complaints may be submitted to 


Dr. Duncan Wilson
Superintendent of Schools
			230 June Road
North Salem, NY 10560
[bookmark: _Hlk36480286]Email: dwilson@northsalemschools.org
Phone: 914-669-5414

OR 

Tempitope Akinyemi
Chief Privacy Officer
New York State Education Department
89 Washington Avenue
Albany, NY 12234



Supplemental Information Regarding Third-Party Contractors

For each contract where the third-party contractor (“Contractor”) receives student data, or teacher or principal data, the following supplemental information must be included with the Bill of Rights:
 
1. The name of each third-party contractor:
2. The exclusive purpose for which the data will be used by the Contractor.
3. How the Contractor will ensure that any subcontractors, or other authorized parties who receive the data will abide by all applicable data protection and security requirements.
4. When the contract will expire and what will happen to the data upon expiration of the contract.
5. If and how the accuracy of the data can be challenged.
Where the data will be stored, how data security will be protected, and the security protections in place to ensure that such data will be protected, including whether such data will be encrypted.

The School District has entered into a contract with the Contractors listed below and in the North Salem Central School District Approved Technology List.  The North Salem Central School District Approved Technology List will be continuously updated as we receive more completed contracts:

1.  IEP Direct 
https://www.iepdirect.com/Downloads/FAQ_Centris_Customer_NY.pdf
Purpose:  Data management for students with disabilities.  IEP Direct is a web-based Individualized Education Plan (IEP) program designed for use by school administrators and teachers. This special education program management software provides 24/7 online access for an unlimited number of authorized users. It allows real-time sharing of IEPs and student data between school districts and BOCES. IEPs can be drafted and viewed online, and state and federal compliance reports, accountability reports, and customized reports can be generated with a few clicks of the mouse. The program includes a library of customizable goals and objectives aligned to state learning standards. Other features include full access to student history data, data conversion from other systems, and a web-based Medicaid module. Data are protected with SSL encryption.

2. Renaissance STAR
https://www.renaissance.com/products/star-assessments/
Purpose:  To create assessment solutions that measure growth and proficiency and
allow School to differentiate and adjust instruction for individual students, groups of
students, or entire classes based on results of the assessment.

3. nVision-Finance Manager
https://www.financemgr.com/products/nvision/
Purpose:  nVision takes school business management software to the next level with powerful new features and enhancements that meet the everyday challenges facing today’s school districts and municipalities. This solution will provide business offices with a high-performing application that improves efficiency and streamlines business operations better than ever before. Staff will be able to share more data while automating daily processes for optimal workflow. Modules include Accounting, Budget, Payroll, Requisitions, Receivables, Human Resources, Bidding, Negotiations, and Time & Attendance.
4. Atlas Rubicon
https://www.onatlas.com/
Purpose:  Atlas provides curriculum planning, courses at glance, standards alignment, and assessment planning and strategies for K-12 curriculum alignment.
5. SchoolDude 
https://login.myschoolbuilding.com/msb

Purpose:  This is an online program for submitting and checking the status of a work order related to facilities and maintenance.
6.  Frontline:  AESOP and MyLearningPlan.  
https://www.frontlineeducation.com/

Purpose: provides the absence management system for the District as well as tracking all professional development and continuing education credits for District employees.  

7. E School Data
http://eschooldata.com/about/
Purpose:  e-School is a robust cloud-based enterprise resource planning (ERP) platform that combines the core functionalities of various systems into a single, comprehensive package, including Student Information System (SIS), Learning Management System (LMS), Billing, Examination, Attendance, Accounting, Payroll, Inventory, Library and SMS capabilities. The software is capable of servicing the needs of large, midsized, and small fast growing schools/colleges.
With e-School, users are able to select and implement specific modules that fit their programs. Whether you are running a small academy, managing a high school, or running a large university, e-School gives you specific solutions that cater to specific roles – Board Member, Principal, Controller, Teacher, Student, and Parent.
8.  Blackboard
https://www.blackboard.com/
Purpose:  The firm provides education, mobile, communication, and commerce software and related services.


For information regarding data storage, security and protection data, data accuracy and expiration of the above noted contracts and those in the North Salem Central School District Approved Technology List, please contact Dr. Duncan Wilson at  dwilson@northsalemschools.org.  
