Workstation Security Procedure
The [Organization in the course of maintaining operations will come into contact with electronic data that contains information that must be protected from loss or breach. Basic workstation security measures can help protect the confidentiality, integrity, and availability of such data as well as protect the employee and the organization. 
1. [bookmark: _GoBack]Purpose
The purpose of this procedure is to provide guidance for the security of [Organization] workstations and any information that it may have the ability to access. Additionally, this procedure provides guidance to ensure that regulatory requirements (e.g. Family Educational Rights and Privacy Act - FERPA) and other best practices for the protection of Personally Identifiable Information (PII) are followed. 

2. Scope
All staff, employees, and entities working on behalf of [Organization] are subject to this procedure.

3. Procedure
Appropriate measures must be taken when using workstations (including laptops, desktops, and handheld devices) to ensure the confidentiality, integrity, and availability of sensitive information, including PII and student data, is restricted to authorized users.
· Workforce members using workstations should consider the sensitivity of the information, including PII or FERPA information that may be accessed, and minimize the possibility of unauthorized access.
· [Organization] will implement physical and technical safeguards for all workstations that access PII or FERPA information in order to restrict access to authorized users.
· Appropriate measures include:
· Securing workstations (locking screen or logging out) prior to leaving the area in order to prevent unauthorized access.
· Restricting physical access to workstations to only authorized personnel.
· Enabling a password-protected screensaver with a short timeout period in order to ensure that workstations left unsecured will be protected. Note that the password must comply with the [Organization] Password Procedure.
· Ensuring workstations are used for authorized business purposes only.
· Never installing unauthorized software on workstations.
· Storing all sensitive information, including PII or FERPA, on OneDrive.
· Securing laptops or mobile devices that contain sensitive information by using cable locks or by locking the devices in drawers or cabinets.
· Ensuring workstations are left powered on but logged off in order to facilitate after-hours updates.
· Exiting running applications and closing open documents when no longer needed.
· Being aware of “shoulder surfers” when sensitive data is being accessed on screen.
4. Enforcement
This procedure is for your protection. Violation of this procedure could be reported to the appropriate supervisor and could be subject to potential disciplinary action, up to and including termination.

The [Department] will verify compliance with these procedures through various methods, including but not limited to: periodic walk-throughs, business tool reports, internal and external audits, and feedback to the procedure owner.

5. Exceptions
Limited exceptions to the procedure must be approved by [management]. 

6. Definitions
· Family Educational Rights and Privacy Act of 1974 (FERPA): A law that governs access to educational information and records.
· Personally Identifiable Information (PII): Any data that could potentially identify a specific individual; any information that can be used to distinguish one person from another and can be used for de-anonymizing data.
· “Shoulder Surfing”: Looking over someone’s shoulder to view personal or sensitive information. 












		

