Software Installation for Non-Administrators Procedure
The [Organization] understands that employees need to be able to use different software packages to perform their job functions, but allowing employees to install software on [Organization] computing devices opens the organization to increased exposure. Malware can be hidden in legitimate software download packages, unlicensed software can be discovered during an audit, and incompatible software can damage an operating system or take down its security features.
1. Purpose
The purpose of this procedure is to outline the requirements regarding installing software on [Organization] computing devices in order to minimize the risk of:
· [bookmark: _GoBack]Loss of program functionality
· Exposure of sensitive data contained within the [Organization] computing network
· Introducing malware
· Legal exposure of running unlicensed software

2. Scope
All staff, employees, and entities working on behalf of [Organization] are subject to this procedure. This procedure covers all computers, servers, smartphones, tablets, and other computing devices operating within [Organization].  

3. Procedure
· Employees may not install software on [Organization] computing devices operated within the [Organization] network.
· Software requests must first be approved by the requestor’s supervisor and then be made to the Help Desk via Incident Ticketing Request.
· Software must be selected from an approved software list which is maintained by [Department] In the event the requested software is not on the list, a request for approval must be submitted to the Help Desk.
· The [department] will obtain and track the licenses, test new software for conflict and compatibility, and perform the installation.

4. Enforcement
Violation of this procedure could be reported to the appropriate supervisor and could be subject to potential disciplinary action, up to and including termination.

The [department] will verify compliance with these procedures through various methods, including but not limited to: periodic walk-throughs, business tool reports, internal and external audits, and feedback to the procedure owner.
5. Definitions
· Not applicable at this time


		

