Clean Desk Procedure
An effective clean desk effort involving the participation and support of all [organization] employees can greatly protect paper documents which contain sensitive information about our clients, customers and vendors. All employees should familiarize themselves with the guidelines of this procedure. 
1. Purpose
The purpose of this procedure is to establish a culture of security and trust for all employees at [organization].  The main reasons for this procedure are: 
· To project a professional image when our customers visit the [organization] offices. 
· [bookmark: _GoBack]To minimize the opportunity for sensitive documents to be left unattended which could lead to potential security incidents.
2. Scope
All staff, employees and entities working on behalf of [organization] are subject to this procedure. 

3. Procedure
· Sensitive working papers are expected to be placed in locked drawers when staff are away from their desks for extended periods of time. 
· All office papers are expected to be stored securely at the end of the working day. 
· Consider scanning paper items and storing them securely in [organization] OneDrive. 
· Secure portable computing and storage devices such as laptops, handheld devices, CDROMs, DVDs or USB drives.
· If needed, allocate appropriate time in your schedule to clean up documents on your desk and devices. 
4. Enforcement
This procedure is for your protection. Violation of this procedure could be reported to the appropriate supervisor and could be subject to potential disciplinary action, up to and including termination.
5. Exceptions
Limited exceptions to the procedure must be approved by [organization].
6. Definitions
· Sensitive Information: Data that must be protected from unauthorized access to safeguard the privacy or security of an individual or an organization.
		

