Desktop Anti-Virus Procedure
[Organization] makes every possible effort to keep the computing and Audio/Visual environment secure and free of malicious hardware and software.
1. Purpose
The purpose of this procedure is to help prevent infection of [organization] computers, networks, and technology systems by computer viruses, malware and other malicious code. These procedures are intended to help prevent damage to user applications, data, files and hardware. 

2. Scope
All staff, employees and entities working on behalf of [organization] along with their computer/network systems are subject to this procedure. 

3. Procedure
· Anti-virus software must be actively running on all devices that are connected to the [organization] network at all times. 
· All computers owned or leased by [organization] and used by [organization] employees must have the most recent version of the [organization]-provided anti-virus software installed and actively running at all times.
· All files on computer devices will be scanned periodically for viruses.
· When users receive a virus notification on their workstation, they are required to notify Computer Support Services immediately.
· An infected computer device will be disconnected from the [organization] network until the infection has been removed or the system has been reimaged.
· When infected computers are discovered through routine scanning processes, users must comply with instructions provided by its staff.
·  Users are prohibited from disabling, modifying or removing [organization] provided anti-virus software.
· Users cannot install non-approved Audio/Video solutions.
4. Enforcement
[bookmark: _GoBack]Violation of this procedure could be reported to the appropriate supervisor and could be subject to potential disciplinary action, up to and including termination. [Department] will remove network access if the problem is not corrected and reserves the right to remove any infected computers at any time should security of [organization] data or networks be compromised or in danger of being compromised by said infected machines. 
5. Definitions
· Not applicable at this time
		

