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Access to Electronic Media

(Acceptable Use Policy)

The Board supports the right of students, employees and community members to have reasonable access to various information formats and believes it is incumbent upon users to utilize this privilege in an appropriate and responsible manner.

Safety Procedures and Guidelines

The Superintendent shall develop and implement appropriate procedures to provide guidance for access to electronic media. Guidelines shall address teacher supervision of student computer use, ethical use of electronic media (including, but not limited to, the Internet, e-mail and other District technological resources), and issues of privacy versus administrative review of electronic files and communications. In addition, guidelines shall prohibit utilization of networks for prohibited or illegal activities, the intentional spreading of embedded messages, or the use of other programs with the potential of damaging or destroying programs or data.

Internet safety measures shall be implemented that effectively address the following:

· Controlling access by minors to inappropriate matter on the Internet and World Wide Web;

· Safety and security of minors when they are using electronic mail, chat rooms, and other forms of direct electronic communications;

· Preventing unauthorized access, including “hacking’ and other unlawful activities by minors online;

· Unauthorized disclosure, use and dissemination of personal information regarding minors; and

· Restricting minor’s access to materials harmful to them.

The District shall provide reasonable public notice of, and at least one (1) public hearing or meeting to address and communicate, its Internet safety measures.
Permission/Agreement Form

A written parental request shall be required prior to the student being granted independent access to electronic media involving District technological resources.

The required permission/agreement form, which shall specify acceptable uses, rules of on‑line behavior, access privileges and penalties for policy/procedural violations, must be signed by the parent or legal guardian of minor students (those under 18 years of age) and also by the student. This document shall be kept on file as a legal, binding document. In order to modify or rescind the agreement, the student's parent/guardian (or the student who is at least 18 years old) must provide the Superintendent with a written request.

A written request/agreement shall also be required prior to employees and/or community members being granted independent access to electronic media involving District technological resources.

Employee Use

Employees shall use electronic mail only for purposes directly related to work-related activities.
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Permission/Agreement Form (Continued)

Employees shall not use a code, access a file, or retrieve any stored communication unless they have been given authorization to do so. (Authorization is not required each time the electronic media is accessed in performance of one’s duties.) Each employee is responsible for the security of his/her own password.

Community Use

On recommendation of the Superintendent/designee, the Board shall determine when and which computer equipment, software and information access systems will be available to the community.

Upon request to the Principal/designee, community members may have access to the Internet and other electronic information sources and programs available through the District’s technology system, provided they attend any required training and abide by the rules of usage established by the Superintendent/designee.

Disregard of Rules

Individuals who refuse to sign required acceptable use documents or who violate District rules governing the use of District technology shall be subject to loss or restriction of the privilege of using equipment, software, information access systems or other computing and telecommunications technologies.

Responsibility for Damages

Individuals shall reimburse the Board for repair or replacement of District property lost, stolen, damaged, or vandalized while under their care.

Responding to Concerns

School officials shall apply the same criterion of educational suitability used to review other educational resources when questions arise concerning access to specific databases or other electronic media.

Audit of Use

Users with network access shall not utilize District resources to establish electronic mail accounts through third party providers or any other nonstandard electronic mail system.

The Superintendent/designee shall establish a process to determine whether the District’s education technology is being used for purposes prohibited by law or for accessing sexually explicit materials. The process shall include, but not be limited to:

1. Utilizing technology that meets requirements of Kentucky Administrative Regulations and that blocks or filters Internet access for both minors and adults to certain visual depictions that are obscene, child pornography, or, with respect to computers with Internet access by minors, harmful to minors;
2. Maintaining and securing a usage log; and

3. Monitoring online activities of minors.
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References:

KRS 156.675

Kentucky Education Technology System (KETS)

47.U.S.C.§ 254

701 KAR 5:120

Related Policies:

08.1353

08.2322

09.14
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District Electronic Media

Rules and Regulations

Students and staff are responsible for good behavior on telephones, school computers and networks just as they are in the classroom or a school hallway. Communications on the network are often public in nature. General school rules for behavior and communications apply.

The network is provided for students and staff to conduct research and communicate with others. Access to network services is given to students and staff who agree to act in a considerate and responsible manner. Parent/guardian permission is required. Access is a privilege - not a right. Access entails responsibility.

Individual users of the District computer networks are responsible for their behavior and communications over those networks. It is presumed that users will comply with District rules and regulations and will honor the agreements they have signed. Beyond the clarification of such rules and regulations, the District is not responsible for restriction, monitoring or controlling the communications of individuals utilizing the network.

Network storage areas may be treated like school lockers. Network administrators may review files and communications to maintain system integrity and insure that users are using the system responsibly. Users should not expect that files stored on District servers will always be private. Within reason, freedom of speech and access to information will be honored. Filtering software is not 100% effective; while filters make it more difficult for objectionable material to be received or accessed, filters are not a solution in themselves.

As outlined in Board Policy and Procedures and in the Student Handbook and Code of Conduct, student/staff do have Rights and Responsibilities, while rights and responsibilities will be adhered to; the following will not be permitted when using the District’s Electronic Networks, Interactive video, Telephones, Internet, Web Pages or E-Mail:

· Sending or displaying offensive messages or pictures

· Swearing, vulgarities, or other inappropriate languages

· Posting lewd or offensive material

· Revealing personal student identification, either about himself/herself or any other users

· Using another person’s login ID/password

· Messages or phone calls relating to or in support of illegal or potentially harmful activities

· Trespassing in another’s folders, work or files

· Intentionally wasting limited resources

· Employing the network or telephone for commercial purposes 

· Violating copyright laws

· Harassing, insulting or attacking other

· Damaging computer, computer systems, or computer networks. This includes changing control panel setting and/or altering teacher preferred settings

· Attempting to login as a system administrator

· Intentionally infecting a computer or network with a virus program
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· Giving another user your password

· Using MUD (multi-user games) on the network
· Monopolizing the networks by such things as running large programs and applications or sending massive amounts of mail to others

· Monopolizing the telephones for a long period of time

· Allowing a non-authorized user to use your account

· Using the network to facilitate plagiarism. No user shall misrepresent another person’s work as his/her own, or allow his/her work to be misrepresented as belonging to someone else.

· Viewing, entering, and participating in any chat room activity will not be permitted.

· Any E-Mail that does not meet state standards will not be permitted (701 KAR 5:120 and KRS 156.675).

· Telephones or the Internet shall not be used for gambling, purchasing, or soliciting non-educational materials.

· Telephone usage should not interrupt instruction and must be limited to a minimal amount of time.

Anyone violating these rules and regulations of the Board may have their account suspended or revoked by the School Administration and School Technology Coordinator (System Administrator) as well as being subject to other disciplinary or legal action.
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Electronic Media Agreement Form

________________________
School Year
We are pleased to offer the students and staff of the Pike County School System access to telephones, the District computer network for electronic, web pages, interactive video, e-mail and Internet. To gain access, all students and staff must sign and return a user agreement. Students must have a parental/guardian permission form signed and returned to the Principal each year unless a student is eighteen (18) years of age. If a student is eighteen (18) years of age, he/she may sign his/her own permission form.

Access to telephones, electronic media, including interactive video, e-mail, web pages, and Internet, will enable students/staff to explore thousands of libraries, databases, and bulletin boards while exchanging messages with Internet users throughout the world. Families should be warned that some material accessible via the Internet may contain items that are illegal, defamatory, inaccurate or potentially offensive to some people. The District is using Proxy servers to filter Internet sites as cited in KRS 156.475; however, filtering is not 100% reliable. While our intent is to make Internet access available to further educational goals and objectives, students may find ways to access other materials as well. For this reason, the Board has adopted an acceptable use policy and approved these procedures to address the human dimension of information access issues. We believe that the benefits to students and staff from access to the Internet, in the form of information resources and opportunities for collaboration, exceed any disadvantages. But ultimately, parents and guardians of minors are responsible for setting and conveying the standards that children should follow when using media and information sources. To that end, the District supports and respects each family’s right to decide whether or not to apply for access.

· At the lower grade levels, (Kindergarten through 4th Grade) an Internet or e-mail session should be conducted with small groups and always supervised by a teacher or someone the teacher has designated.

· Students in middle level grades, (Grades 5 through 8) who are familiar with the network, and generally demonstrate good conduct may be provided with limited independent access in a location where the session can be monitored.

· In the High School, (Grades 9 through 12) students with good standing who have proven their ability to be responsible network users may be provided with independent, unsupervised access for research purposes.
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Electronic Media Agreement Form

Student User Contract

Directions: After reading the Terms and Conditions for this Acceptable Use document, please fill out the appropriate portions of the following contract completely and legibly. Your signature is required to use Electronic Media, Interactive Video, Internet, Web Page, or E-Mail.

First Name _____________________________
Last Name __________________________

School _______________________________________________________________________

Grade _________________________________
Teacher ____________________________

Login ID _______________________________

Access Requested

Check all that apply:

( Internet
( e-mail
( Electronic Media
( Interactive Video (KTLN)
( Web Page

Parent and Guardian

As the parent or guardian of this student I have read the Terms and Conditions for the Use of the District’s Electronic Media, Internet, Web Pages and E-Mail. I understand that this access is designed for educational purposes and the Pike County Schools will not condone access to controversial material. However, I also recognize it is impossible for the schools to restrict access to controversial materials, and I will not hold them responsible for materials this student may acquire on the network. Further, I accept full responsibility for supervision if and when my child’s use is not in a school setting. I hereby give my permission for the student named above to use Pike County’s Electronic Media, Interactive Video, Internet, Web Page, and E-Mail and certify that the information contained on this for is correct.

Parent of Guardian’s Name _____________________________________________________

Signature ____________________________________________________________________

Daytime phone number ___________________
Evening phone number ______________

Student

I have read the Acceptable Use Policy Terms and Conditions. I understand and will abide by the stated Terms and Conditions and further understand that a violation of the rules and regulations is unethical and may constitute a criminal offense. I agree that should I commit any violation my access privileges may be revoked and school disciplinary action may be taken and/or appropriate legal action.

Student’s Name (please print) ___________________________________________________

Student’s Signature ________________________________________Date _______________

NOTE: Federal law requires the District to monitor online activities of minors.

This document is to be kept on file at the school.
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Electronic Media Agreement Form

Classified and Certified Staff and All Other User Contract

I have read the Terms and Conditions of the Acceptable Use Policy for Pike County Schools and agree to follow the acceptable use of the network and proper network etiquette. I understand that I am responsible for my own personal behavior using Pike County Schools’ Electronic Media, Interactive Video, Telephone, Internet, Web Page, and Electronic Mail.

Name (please print) ___________________________________________________________

Signature ___________________________________________________________________

School ______________________________________________________________________

Date _______________________________School Year ______________________________

Access Requested

Check all that apply:

( Internet
( E-mail
( Electronic Media

( Interactive Video (KTLN)
( Telephones
( Web Page

This document is to be kept on file at the school or location where he/she works.
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