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SUBJECT:	COMPUTER NETWORK AND INTERNET STUDENT ACCEPTABLE USE POLICY (AUP)

The Board will provide access to various computerized information resources through the District's computer system ("DCS") consisting of software, hardware, computer networks, and electronic communications systems. This may include access to email, on-line services, and the Internet. It may include the opportunity for some students to have independent access to the DCS from their home or other remote locations. All use of the DCS, including independent use off school premises, will be subject to this policy. Further, all DCS use must be in support of education or research and consistent with the goals and purposes of the District.

Parent/Guardian Opt-out
	A parent/guardian may deny their child independent access to the Internet at any time by submitting a letter to the school indicating that they are opting their child. Teacher-directed Internet activities are part of our curriculum, and are not subject to parent/guardian authorization. 

Access to Inappropriate Content/Material and Use of Personal Technology or Electronic Devices

This policy is intended to establish general guidelines for the acceptable student use of the DCS and also to give students and parents or guardians notice that student use of the DCS will provide student access to external computer networks not controlled by the District. The District cannot screen or review all of the available content or materials on these external computer networks, thus, some of the available content or materials on these external networks may be deemed unsuitable for student use or access by parents or guardians. 

It is virtually impossible to completely prevent access to content or material that may be considered inappropriate for students. Students may have the ability to access this content or material from their home, other locations off school premises and/or with a student's own personal technology or electronic device on school grounds or at school events. Parents and guardians should establish boundaries and standards for the appropriate and acceptable use of technology and communicate these boundaries and standards to their children. The acceptable use standards outlined in this policy apply to student use of technology via the DCS or any other electronic media or communications, including by means of a student's own personal technology or electronic device on school grounds or at school events. 

Standards of Acceptable Use

Generally, the same standards of acceptable student conduct which apply to any school activity apply to use of the DCS. This policy does not attempt to articulate all required and/or acceptable uses of the DCS; nor is it the intention of this policy to define all inappropriate usage. 

District students must also adhere to the laws, policies, and rules governing computers including, but not limited to, copyright laws, rights of software publishers, license agreements, and student rights of privacy created by federal and state law.

Students who engage in unacceptable use of the DCS may lose access in accordance with applicable due process procedures, and may be subject to further discipline in accordance with the District Code of Conduct. 
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SUBJECT:	COMPUTER NETWORK AND INTERNET STUDENT ACCEPTABLE USE POLICY (AUP)  (Cont'd.)

Student data files and other electronic storage areas are considered District property subject to control and inspection. The Computer Coordinator may access all files and communications without prior notice to ensure system integrity and that users are complying with the requirements of this policy. Students should not expect that information stored on the DCS will be private.

Ethical and Legal Considerations

Users should have no expectation of privacy, and should exercise discretion when creating, storing or transmitting any electronic information including that which is stored on hosted providers. Likewise, online communications between students and staff offer unique learning opportunities, but can have potentially negative consequences if misused or misinterpreted. Students and staff should always be aware that online communications can become part of the public domain, and should not be considered personal or private.

For safety reasons, student users are expected to refrain from:
· Sharing account information including usernames or passwords;
· Transmitting personal information including but not limited to photographs, names, addresses, or telephone numbers;
· Engaging in online harassment, cyberbullying, or otherwise injurious or potentially injurious behavior;
· Using our network to access, store, distribute or promote illegal activities, obscenity or any other material deemed inappropriate or harmful to minors. 
· Using our network to install, use, store, duplicate or distribute personal software or copyrighted materials without the license to do so, including software, files, videos, photographs, graphics, text, music, or speech 
· Using our network to transmit computer viruses or other malware. 
· Using our network to plagiarize, in part or whole, the intellectual property of others, including the work of fellow students or any published content whether in print or electronic format. 

Further, students must alert a staff member if they encounter information that is dangerous, offensive, obscene, inappropriate, incites hatred, or makes the student uncomfortable. This list is not comprehensive, and the determination of what constitutes a policy violation is subject to the discretion of the District. Violation of these expectations will lead to school consequences consistent with existing Board policies.

Notification

	The District's AUP will be disseminated to parents and students in order to provide notice of the school's requirements, expectations, and students' obligations when accessing the DCS. 



General Obligations Law § 3-112





NOTE:	Refer also to Policy #8261 -- Internet Safety/Internet Content Filtering Policy
District Code of Conduct
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